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Secure Evaluation of Classification Algorithms Based on
Symbolic ADD and Linear Multi-Branching Program

GU Tian-long, HE Zhong-chun, CHANG Liang, XU Zhou-bo
( Guangxi Key Laboratory of Trusted Sofiware , Guilin University of Electronic Technology , Guilin , Guangxi 541004, China )

Abstract:  Classification algorithms are widely used in the areas of machine learning and data mining. It is an important task
to evaluate the classification algorithms securely when both the classification algorithm and the input data of the algorithm are pri-
vate. In order to improve the efficiency of existing secure evaluation protocols, a solution based on both the algebraic decision dia-
gram and the linear multi-branching program was presented. Firstly, a secure function evaluation protocol based on algebraic decision
diagram was designed for evaluating decision functions securely. Secondly, a structure named linear multi-branching program was
proposed to represent the classification algorithms. Based on both the secure function evaluation protocol and the structure of linear
multi-branching program, a protocol for securely evaluating the private linear multi-branching programs was constructed. Both the
correctness and the security of the new protocol were analyzed. Experimental results show that the new protocol is more efficient
than the existing solutions.
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2004 4F, Malkhi 55 A AESCHR L8 ]9 52 T A S 1
B T — AW 05 22 42 B BOFAG B00F Fairplay™ . 5% T
FAT 2R VL 327 B PP Al 14 8RB 2 51, 2006 4F, Kruger 55
ABEH T HT455 OBDD 1942 42 s BTG BRI, I i 4
SEB R UERT AT OBDD 257 Ho#5 ek B0 b A R H
S TINIING &L =T

R REAREE T 1 7R H 6 19 22 4 R BOPP A PR TR VB
HH RIS, 2010 4, Henecka %5 AW [R] 25 4 £ R 5 3¢
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FERFIR Y R BOE 2 A R W B 3R0R , SR AR
Kt , 2007 4 Brickell 46 Af# A 43 2 #2 /7 BP( Branching
Program) 32/ 70 KRB E  H 42 T — 4 BP 9L 204,
PSS, LK Mohassel 45 Ak T — [A] &4 AN 48 2 AL A A
12119 BP YA PR B SR T BP TR R 4 2K
I IRAAAE — & AN L. O I, 2009 4 Bami 58 A TE C
k(5] FERE B T V4> SRR P LBP(Linear Branch-
ing Program) FAE , /R 4 8458 T LBP (1)
LARTER PN

W T3 2850 2 R i D R R R 2 Oy LB R B, BT
FHOR A 7K B B TR 78 AR L Ak pR K0S 2 ] &2 J% Ji2 o
L0 [R) IS g Shy fifp ke 22 A L8 TR R 1 1) 79 7 24 4 1
B IE T B A R R A A R B 2 A
£l PR, AR SCRFHAS 5 ADD 7 XD A5 1 R B0 7 ) T
HIPE B B2 T — NI ADD B9 %E 4 sRBOTAL PR,
T KRB P R R B &2 VP . 5 80, 2 TR
OYREBEIHIARIE I, A SCHE LBP) (L | 3 2k bk
£/ Y #E P IMBP (Linear Multi-Branching Program) P
LA T LMBP 2 A AL
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(a) HERIBEIEH

Hoh—J7 (Alice) i A m X I-bit ) F45 5 S, = < 5%, 5!
>,s0,st€et0,11,i=1,2,,m. 5 —J7 (Bob) i A m
bits b, € 10, 1}, AT HMUS A% H o8 < Bob 3845 s {H &
X st b AH—JCFT AL, 3 H. Alice XF b, A9 1 & — JC Fr
AT AN 22 B AL S U nT SE 46 R SCHk 16,
17 ] Hp — bl At 1y oo R ey

[F] &5 % (HE)

ARSCH A — BB S 4 ) 25 28 1 4 BL
il I AL (4 18 S 4 S48 T0 Tk IR 2 % S0 H 4R
FEART A SCA A, I [) 285 Jm 5 4 79 A B S vk iz 53 1Y)
S50 S [k P AN B S0 A% B B SO o ik is A R
Blnla+ o1 =Tallb]. dobdk s aT R an T e
Filerall=lal, Hr ¢ HHEELL

AR H Y [0 % 118 S 481 Ak A5 P 1% S Sk [ 18 1 Hp
(i AL, JHCBH SC A3 [B] 26 R Zy X 1) %% 3028 ) 3%
TN Z . TN B E 2405 A 2 2% S0k 19].

RAFEE (ADD)

— > ADD 2R — R DA R BR AL f;:10,11"— S
(FRER s F A FRAE ) 1A — 1 ELEARSS S i 1 G
WL T A BRAN G5 s Bl o3 S 245 55 (715 550
RLGE R A AEE R A S i — 1R,
It H A S MR R &L S E A P A5 i, B
O- TN 1-301 . A8 o 1) — 21 IR ey AR &5 s B — A &
S5 — AR AR 0) 3 AR Y S 2 05 T AR TR (E ek
SRS B TR A A X L 1 pR U

Bl f = 2,200 + 23204, P BB F N ) < 2y < 23 <
xg, B HITE4 XM K ADD HNIE 1 B, i 1 A,
PREL ] ADD 3R HUAR B 10 A 45 4, i A5 [ /DN, 3
1 R T G v = A Y (=

A SCHERBIY o FER -bit BITEAF SR8 Gen(17)
FERM R SCHR [ 18 ] H [ A 2 1 2 B A . [ ']
FR it IS B ' (Zy FIAH ph N 5 1% 3C,
HHZy SN ph X R SCAS 1] AR 42 o ARl
— AN BIRFF S Wm0 R ORI, B ITEL 314
JEA T , AN FIAT w1 1 S JG 35 41 T 9 (L w
g A ECSAA , FR RE S FH X TR VA (25 1E 1 i 285 Jin 4%
() ADD[ A 185 fin%% ) TMBPL].

Bl AR B 3,20 x IR TR
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3 ET ADD & & R EUTEAG il

ASCHE Kruger[loygfj\%gﬁﬂiﬁﬂjgﬂ: ADD )%
BT PR 230 — R S 5 % Al 1
774 Alice Fl Bob, WML AR AT

B 1 JETF ADD 4 4 R EOTEAG Pp
B R RBEL (%1, 20,0, x,) BT ADD(f) , HoH AF
%r?ﬂ‘j X1 < X <0 < xn.Alice E‘J?ﬁdﬁ/\ xa = (a,, Ay, """,
a) X ADD(f) Y kA28, Bob BUIA x, = (by, by,
“+ by )RR ADDCF) Y m AR b+ m= .
Wi C=f(x,,x,).

Stepl  Alice 245 ADD (/) fin b Oy & 7% 3] ADD
(f full)-

Stef2  Alice 1 x, 29 % ADD ( fi) 5 3] ADD
(.ffulll x, ) -

Step3  Alice 2y ADD( fi, ) S IR 79 .

Stepd  Alice /%% ADD( fruy, ) F1 Step3 %S il B TR ¥
R IR UK I 4R Bob.

StepS  Bob il i m WK 1-out-of-2 AN 4 AL Hii 2k 1%
X R IR IG i 9% Stepd (55 A58 ¢RI f(x,,x,).
3.1 T ARBRETANRM

£ ADD [ H AT BEAETE 1T BRI 0L, 5 R B
HADD 92 5 & A G B Rt EE, W 1(6) k.
I, 76 ADD FR P As s BUS 75 20 ADD itk 1y
AU BT S Bk, Alice FIAS R 9 51 A 249 50 ADD
H RSN — SR O, 2 5 350 A B R

B, B 2(a) LK 2(0) FaAE 1(6) 1 ADD
TETE T 5, Alice IR xy, x5 55 A L5 1)
ADD. A UL, & 2(a) FP ) ADD A = AR L5 5, K
2(b)H 1 ADD HA A~ AR L5 4. Kruger 55 Al 1)
5 BH A i A 24 SR 1194 25 3 e i ke [ 1O

Bian, Bl 2(e)H i ADD J2 T x,, x5 Z9RE 1(h)
B, PR B 4B xy, x4 T EY ADD. BUEF, AN xy, vy FIAT
ZFER AR I, 95 1 ADD G 243 /S R
g5

AR SR B IR 1 A O R R R A [ 2 R
5 ADD MBS — S 2 4 [l FLAAR AR AN X5 2
PRI ADD 27, BB x, 20T, 20505 A P
R R R TR A R Mao , WIAE {8 At i
ALY K 2 3 S 1 P 19 S 50l i A TRV Y
SR I R BN 2] Max . H1 EE Kruger 25 A B 5
2, T BN B L M AR R A

& 2(d)ZTEK 2(b) B ADD Frghn 7 — SR E
FLE, 5K 2(a) RS ADD S0 RIAE R Y IR
2575 5, T A5 Bob TG N ADD [14) %85 SC RIS Sk 4] 1y

Alice [P TR s I PERA
(1) VRVE 1T 2006 N Bob %A .
()RG5 FUICTE 29 5 1 B AR Bk
IR FBRA T A AT B AL

(c) TR A% M Bobiii A 1)
i MADD

E2 ZRADDLL K 3R E S s

(d) IR 55 ADD

3.2 ADD BymEZEFfE=
PR 1 HFFEXT ADD HEATIR WG NS, DA S Xt 4 SC
I i 2 . ADD F 0 AR S s R T

HiE1 M ADD
B R R S ADD A A m DB, B TR 2y < 0 <t < s
oty d M REEW R P(Isisd),z - d P TR P(d <
j<2) B AELEETT RN —AME level (P;) , 3RR T HARE M
AR P P ALE, Py IR R, level (Py) = 1, AT
R —AME Gy, FrR AR AL — U N T 1o 1Y R AU
Bt AT = { < Py, Py Py Lsm AE Wy, Wy W,
1: choose a random permutation IT of the set 1,2,-*-, d with il =1
2:choose key A; = 0', random keys A; € 10,11 1<i<d
3:choose m pairs of random value
W,=i{w)=<s),m>,wh=<sl,1-m,>!,1<k<sm,s,€ 10,1},
m,€ 10,1}
4:for i=11o d do
let permuted index i=I[i]
let O successor ig= Low| i]

5

6

7: if ip<d then | P,-Ois a Non-terminal node/
8 let Z(,:H[i()J,m;’O: <Z(),A;0>

9

else| P,»Ois a Leaf node/
10: let m0= < Ciy>
11:end if
12:  let 1 successor iy = Highli],
13: if i;<d then
14:  let Z]:H[i]],m;’1:<zl,A;]>

15:  else let i‘1:<CL1>
16: end if

17: let P;= < En(:g‘;(]@_g;mi{(}t;y ( il (p,) ),
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i,l-m

i, e
EHCAZ@Szsz(l?*fS(Pi) (m lewl(P) ) >

18:end for
19:retum[A] = { < Py, Py, Py> |5 Wi, Wy, o, W,

TEARATH SC ADD, LUK m AT wi, wy, -,
w,, o T Bk 2 A% % SC ADD, 75 23— M1 R
C.

Hik2 = ADD HRRE
WA [A]I =1 <P, Py, Py bsm BB wy, way s W,
i s — AT R A C.
1:let i = 1;A; = 0'(start at root node)
2:for k=110 m-1do
3: let<sp,m> =wy; <l el > =Py
<Z,A;> :Dec‘;’;’éésk( cr)

4:end for
S:let< s, m,> = W,;

< cl> =P
<C> = Dec&}"ésm( k)

6:return C

A 1 2 Hp (R B S A T R in % L S
Bt N Enci(m) = m@H (k|| s) = Deci,(m), H
H(E || s) R4 28551 SHA256.

ROHE AL MBI 2 W F 8 IR %4
A SHA256 , 3 HAES 1L SHA256 i A KA
¢+ llog,d|. SHA256 533 1) B 3¢5 [H] g 2% - bit, Hofiy A
5 512-bit 4 HIE AT AL B, 7= A 256-bit (1) 48 2 5 16 i A
AN 448 -bit BF, W TG54 20 HIH 7855 A 2 512-bit.

FER R « BBUE R 80.96.112.,128 JY
Pl B, Y ¢ = 128 JF: H. SHA256 JG 7 43 20 A B3 i
PR ,B LA ADD IR 4 d S RBCR AT ik
23204 L M SR A B ) ADD B ; T AE IR 2 2
B BRSO, Sk ) SHA256 1
FIFRSANE . L, B0 1 i A TC YA B2 3 SHA256 11
T ISR 1 FIGE L 2 TES AR ADD A m
A, d AR SR, A E IR 2d + m IR
SHA256 5.

IS AR 2 B (B SO R T ml (1< i
< d), 2 1L AR ADD, HiH1 45 S X B ¢ 1
KJE/INT ([ logod | + ¢)bits, M 1 76 A ADD &
d DAL BB K B o« B, B UL 24
( ‘logzd‘ + t)bits.

4 FAH LMBP & &1L

4.1 KEEHIERF
EX1 —PMEMZ0 2B F (LMBP) & —1—Jt

74 < %PI’PZ"”vpz}’{R17R2’”"Rd} >, Hf l<d<
z,JFH.:
(1) Py, Py ooy Py PR i (RIAE 455 D),

Piiis Pyyrs s P, j‘]ﬁ?@%)i(ﬂﬂ@}?ﬁ%ﬁ)

Q)R BIK AP, TR R (P 1<
< d); AU P A5 SCECE R mud (), 0 R, (1)
(P 1<e<mul ()N P, 095 ¢ D4y 321 &S]

G)YEMRET A P, (1<i< d) RN F—4 =54l
<a§’y§”f}> ’/H\:q:‘:aﬁz (af,l,aé,z,“"af,n)%ﬂﬂ n A1
bit ¥ TG4 5 BB A R A AL B sy = (oF 1000,
eyt ) e w A U-bit I TR B PR )
B f; MR EREL, 4 LMBP (5 A &R x' = (&), x5,
,xfl),)rlﬂl%l%lft %ﬂzﬁﬁ/\ yfl *ﬂ aﬁ@xl = Zjn:l afijjl-
FRHESIR (), R(2), -, R (mul (i) | F I FA T

(DEANIES P(d<j< )W F—A02KME

AICH) A K IMBP EL A KA 0 3 25 0 5 SCiik A
LBP.BP 1 OBDD 4B 1] LA {E LMBP [ HEsETE . B4k
Yo, AR OR AR P(1 < i< d) W03 SRR IR E
K omul (i) =2, K1 y! BRE R — RS R IR
HA AL AR aiOx <y W Ry (i), e 0 i o
Ry (), AR 358 SCHY TMBP #5256 ] T 3Ciik [ 6] b s LY
LBP. X i1 T BP il OBDD #§2 LBP Ay 45:5kIE S, (H it
LMBP 1345 T BP 1 OBDD.

4.2 LMBP A

T2 4.1 /N RE SCEY LMBP g R
WA PHE—A IMBP H 454 P55 A5 0 71 05 15 B
BN R SRy TR A (B3R T a5 % R 1) =
JCAAHR e AR T ROk P51, HARSE R

HiE3 0% LMBP
WA= IMBP L= < [Py, Py P IRG Ry Ry > AT d
MRRF R P(lsisd),z-d PAEFRP(d<j<z).
Wit B 3CLL] = [ < Py, Pyyeoe P> | d XHRIETE W, Waoo, Wik
AT FHIRIEAL A B & 6l ab, -, als BUE T F ) PR 1)
BE YL yE e y S T RSN f1 L fae S
1: choose a random permutation IT of the set 1,2,+--,d with IT[1] =1
2:choose key A; = 0', random keys A; € 10,11 1<i<d
3:or i=11to d do | P;is a decision node < a!, y! , f; > |
4: et permuted index i = IT[ i]
5:  set permuted linear combination vector &f = a;;
permuted vector Y=yl
permuted function f; = f;
6: choose a random permutation IT; of the set 1,2,++, mul(7)

7:  choose a random garbled value
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Wi = {lt 1 = <50 1w
TARTIER NPT AT

U212l oo

ymul (i) > |
8: for l<j<mul(i) do

9: let the j-th successor i; = R:[j]

10:  if i< d then | P,»]is a decision node}

11: let ij =1I[ ij] , mid = < "decision” s ij»,A;/_ >

12:  else | P,»] =< C%/ > is a classification node!

13: let mi+/ = < "classification” ¢ >

14:  end if ]

15:  end for

16: |elP—<Fn(A@ ”(m ”[1),"%
Enc A@Am ()] (m I Ll (i) ) >

17:end for

18: return [i] =< PI,PZ,"',Pd> by

Wi, Wz S Wysah,ab, - als

.Y1 2 ylfl fz vf(

TEPA R SCIL], VAR s 3 B (3R A5 ik 2 5% 4]
B TR AE 4.3 1T UEBR ), AT X) LMBP (1) % SCiE 1T
fif 5% ARSI 7E—4% A LMBP [k ) i@ g n .

Hik4 N LMBP KIFRE
BWAEX[L]={ <P, Py, Py> s
déﬂ?ﬁﬁ?ﬁﬁ@lv;z,"'q;d‘
L s SR U O VA 2= [ N
l:let i =1;
A; = 0'(start at root)
2: while true do
3: let <k, hi> =wis
<ch, e s = pry
< bype; , data; > = Dec;%‘é%i ( cf? )
if type; = "decision” then
let< i,A; > = data;

4
5

6: else
7 let< ¢ > = data;
8 return ¢

9: endif

10: end while

AT 3 AR 4 vl A 0 L S ARk 1
A2 WAL AR F L, 2 88 3.2 /NI R4 T AR
WHEY 3 A ER AR LMBP A d A1 A, Hoh A1 A
WA W53 3808 mul (V) (1< i< &) B, HI PRI 85 5

LT R D" mad (i) + d) Y SHA256 H4E, % 3
CRNCE SN
4.3 thiliRiE

FAA LMBP 19 V-G M ST 7R C/S AR | iR
%53 Alice JA FAA 1Y LMBP, % P 3 Bob 114 A A K H

mul (i) (llog,d| + t)bits.

x' = (b, ah, o wh) TR 4.2 NIRRT B PSR
HARNEWT.

il 2 A LMBP B2 2 PEAG B
B IMBP Ll x' = (&), xh,, xb).

With.c= L(xl).

Stepl  Alice N L, ¥ [ L] K% 45 Bob.

Step2  Bob é&bnﬁﬁbn%‘mﬁ%ﬂﬁﬁ%‘%ﬂ(sls,pw =
Gen(17) BRIGINEE o), oy, -, xb, FFHF B4 T, [ 25T,

L ah RN ph K 1525 Alice.

Step3 Y3 Bob &Rk K AL\ T, [ab T, [ LT K
pk Jii  Alice M [ 2/ ] = [a;Ox'] = Wf’gl[[x}]]‘;@,(i =
1 ,2’ e d) .

Stept  Alice BEHLAE R d D TEAF 5% C, €5, -,
Ch TR I CE T, 5% 30T & 3% 45 Bob, (i
=1,2,,d).

Steps  Alice 7% £, (al®x' + €', y" ) ¥y ADD(F,),
K¢ ADD(f,) BT 5 B W, TR (0= 1,2,

Step6  Bob HIFAH sk %% Stepd & 1% K 4T 6%
3,153 Yis Vo s Yar -

Step?  Alice Fil Bob $14T d X HHIX 1, Bob 1351 w,,
Was ey wa, He BN 1 4 A K StepS Fil Step6 ()45 5.

Step8  Bob f## [ L1135 ¢ = L(x').

i 2 PEHBINE aiOx' + ¢ Rl ik
A, BV AT g 1-bits 7. O R ILR 2 MK 1
SERERe /N TP T, DI 28 ST 0 1 K 3k 45 i
T REAR BT LA T SRR B

P2 ZEFT I 45 R4 2 i b —A> I"-bits 1)
BELIE CF BERT 1L 20 AO(E e MR (1 A v i 8 B —
WATE d’ﬁ‘%ﬁt TG M SO B SC S Rl 2 df

I'sT, W d < z" S IR 1 3 AR A3 A bit

. X TECITEMBUN ML RS &R S %
SCHK[S,6].

5 EmMERREMSH

XN 1R IE B E AT M BT A P Y
BESCHREE—ZRE SCHN e, B 5B SN ¢y Bob il 1-
out-of -2 Té’éﬁ%%lﬂﬂ)@% 1535 HAm AR R w;, w,,
-, w,, (Bob Hii A 0 #1415 wk,Bob%J/\ 1 3k15 wk,l<k<
m)JG ARG w, T 7, (E, BEBE co BN o) b — 55 MR %
(mmp =03 co,m, =1 6 ¢)).

B35 Bob 3545% wl, k = level (P;) , i —
SRR T IERARY © F0 5, Y rrk:OHﬂL,sk fif %
co 1 miTBD w0, = 1, S o B
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m' 0 W s MREIE B 5 Ym0, 15 B IE B R R — A
Y 1o F 4A; 3 Bob 3R fH w!, B [RVFR DR, PR 1 R OE
.

YR 2 I IERAPEIELT 23 4T . Bob 3 UMY 1
BE wy wy, e, wy, BUPMT B IE B E T8, %/ (al
Oxl,y) =Rl i =HLi], A wi=wi= <k, h>.
BE [, mud ()] L1 R] = 5. 47155 P; 1y 5 S e —
BN ¢, RSN o0, 53 i AN ¢, 3 Bob i
Sk b AN R AR AR T IEER G § A AR wi
hi B fELAFR 5% ), 15351 mi T T A S IE W A R
— AT O A F L 2 B IEH Y.

TR, R 1 By PR T A B AR SR L
5SCHR 10 1048 4 pRETTAL DR 22 = A AR TR

(DA SCHIEFRL 1 HfF ADD B T35 S R B 4
B TR b — 2 N R A B S TR Sk
rh R I AL i S A I  BIL ] ) RO 1%
TS SR e, BT SR R R e
m.

(2)ASCIERS 1 A T 3G IR A 1 S AR
BESCER 10 PR B8 AT 10 s 7 s RS — 1T 2 & Ui ]
PR 5 A ae s B AR H Y

)ASCHIPIN 1, Alice 7E w, P IIABEHLEL 7,
R TRVE 1 5 88 SR LY, T A DR Bl AL 48 4 1 I
fitlh b, %% ST 2 AN AR I A . Rk, AR SRS 1 1%
RS SCER10]J05 . 6 TASCHIY 1 22 P40k
WA 7 AT B A B 40 T 228 SCHR 18 TR 5%

feJi TP 2 B9 T A AR SO 2 5
kL6 ] H BB S5 F

(D FELRY LMBP 1 58 S50, A S 2 il
FHASSCHMS 1 X LMBP H ) HR 58 550 P4 19 R B4 T 742 4
TR, D1 e F LB AT,

(2)TEFEE LMBP HY 45 R I, LMBP H 8 PSR s Ay
AN E R A B 20330, 0 T 200 3
S IR, FRATIE FHEAREALT 51 TR G , I HLX 15 s B 5%
53 S )R B B A A LTS ROV ADD [ I e
MR IR E BT AT, LMBP 19 24 A5 B R 4.
PRI, A SO 2 B2 P 5 3CER[6 10 57 6 T4 3CHp
W2 LM TEANIE A R, AT 3R F AR B i 275 3
kL6 1 58 MR BT 5% C.

6 RS

FEARSCH LMBP (9 D) Rt T Hy LBP SEB, {H 2 LBP
N B 22 () SOk S8 K, WAl 3 B 45 LMBP HR A
dy DR R B R S AR m 2%y 3, WA LBP 3£
IR dy=(m—1) dy DY

®) =43
K3 LMBP5LBPHIAHE 4L

SR F W Ry Lo R R, IR, AR SO
W 1(FH ] ADD Based FR ) 78 4¢ 4 PEA BRI AU ncmpl6
(n=2,3,4)0f——HH n 4> 16bits FE /N, 5 30k
(9] Fairplay . SCHK[ 1271 TASTY M eREF R R
FEDA S SHA256 $AET A U B #f B AT b s, an sk 2 iy
N

2 BREL nempl6 (1) n DA Alice 16 n - 114>,
ZeH ADD B size 18 B EX Y ADD s FH Alice W% A 2
W I B AT s BB VE T 55, ADD $lA By AR 2 45
B ; Fairplay DL S TASTY K size 43-51|3¢7R Fairplay |
TASTY iy i (147 75K He, % 2% 75 pRBICESS A 7% L B 1T I 200

£1 15 Fairplay®! . TASTY!2 gy b 3%

functions 2cmpl6 | 3empl6 | 4empl6
size (nodes) 45 52 98
ADD Based
execute SHA256 (times) 106 120 212
3-input 14 36 42
size (gates)
Fairplay™®’ 2-input 32 28 41
execute SHA256 (times) 289 467 583
3-input 15 30 45
size ( gates)
TASTY!'?! 2-input non-XOR 1 2 3
execute SHA256 (times) 112 197 286

2B TASCHMNY 2 5 LBP % A UM O 7
TR A5 B0 % S0 KU (bit) L R SRS 00 F T B AT
SHA256 [UELAF = /> J7 16 1 L 3. Forp LMBP i e 3
TR 64 T RS0 SE m e R 2.3 FN 4 B K
Bt =80.

NFE 1R X EE, BT LA H 3R T ADD 1Y% 4 R
BOTALAETEAG LMBP A U i JLF 22 {8 Bb 4 pR B0 3%
e A 2 RS BHR RV FE 2 0SB LT,
LMBP (422 2 0FAl R 38 15 52 2% B DL SOt R 2 2R
YT LBP (4 A o) 45445 5 4 A2 kA
TERAMEST BT AT LAAS AR SCHRSCAT DL IE B 5 25 b %) 4
T 2 W2 5y S oy SRR A T VAR
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Branching of decision node m=2 ‘ m=3 ‘ m=4
d, 64
LMBP size(bits) 11136 | 16704 | 22272
execute SHA256 (times) 192 256 320
dy 64 128 192
LBP'¢! size(bits) 11136 | 22528 | 34017
execute SHA256 (times) 192 384 576

7 HRIE

AR X o3 FE AL B 2 A VP AR In) R T RA A
LMBP # % PR, [FIEF 8 T 35T ADD A48 4R
BOEAL P, FH LR LMBP A i ok 55 ok B R 17 22 42
i R T o Ak R e 0 4 T R BE Y e
PEAG PR R5R , IF38 F T A RE AT LMBP 34 () 51
o PRI 28 A TP 1)

ARTCH B FAE TMBP f9 %8 2 PR A B U % 18 T
W7 % PR B L, 76 — 25 10 TAE T, AT X 2
D E PR UM AT F T BRI 2 4, A SCRA A TMBP
PTG ML X R R R RE L BT —H1
TAEH B e S DA 1) R — B 2 A T

% 30k
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